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Effective security relies on DevSecOps teams
understanding the various hardening rulesets
that are available. Here are the most common
rulesets for Red Hat 7.6

PCI-DSS
The Payment Card Industry Data
Security Standard is employed in
organizations that utilize credit card
processing, point-of-sale devices, and
web shopping applications.

OSPP
The Operating System Protection Profile
is a hardening profile that applies to
general purpose operating systems in a
network environment using centralized
services.

NIST-800-171
The National Institute of Standards
and Technology released this security
standard to meet the requirements of
the Defense Federal Acquisition
Regulation Supplement (DFARS)
minimum security requirements.

DISA STIG
The Defense Information Systems
Agency Secure Technical
Implementation Guidelines are defense
department requirements for the
security of all networked systems .

RED HAT CORPORATE
This profile contains the minimum
security settings recommended by Red
Hat for use on Linux instances.
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HIPAA
The Health Insurance Portability and
Accountability Act standard is designed
to maintain the integrity,
confidentiality, and security of
electronic personal health information.

USGCB

US

US Government Configuration
Baseline reflects the United States
government consensus content for a
baseline security profile.

BASELINE

STANDARD SYSTEM
This profile contains rules to ensure
standard security baseline of a Red Hat
Enterprise Linux 7 system. Regardless
of your system's workload all of these
checks should pass.

C2S
The Commercial Cloud Services ruleset
provides compliance against the U.S.
Government Commercial Cloud Services
baseline which was inspired by the
Center for Internet Security (CIS) Red
Hat Enterprise Linux 7 benchmark.

CJIS

The Criminal Justice Information
Services profile is derived from the
Federal Bureau of Investigation's
security policy.

Security standards summary sheet provided by the team at ...

HardPrime.com
Hardening for DevOps made quick, custom, and easy.

